
Alert: Trojan Malware Variants Continue to Target 
Online Banking Channels 

 

 

 
The threat – DYRE and GOZI Trojan malware: 
 

 While neither threat is new, security analysts have detected a recent rise in fraud attempts using 
two variants of malware – DYRE and GOZI – that target U.S. and international online banking 
channels.  
 

 These types of malware enable a fraudster to take over an unsuspecting user’s computer and 
allow transactions to be created without the user’s knowledge.  They typically are delivered to a 
PC when the user clicks on links within an email. 

 
Threat Details:  Both DYRE and GOZI are Trojan malware that attempt to steal sensitive 
information such as banking credentials and email account details. The malware employs info-
stealing techniques, such as phishing pages that mimic official banking sites, to obtain a user’s 
bank information such as user name, password, or card code. Both DYRE and GOZI have the 
capability to perform man-in-the-middle attacks through browser injections. The malware can 
also perform browser snapshots, steal personal certificates, and steal data. 

 
What to watch for:  
 

 Malware is typically delivered via a phishing email or Internet link. 

 Be cautious when opening an email from a source that you don’t recognize. 

 Keep your anti-virus and security software up to date and regularly scan your PC. 

 Watch for fake websites that can appear legitimate at first glance. 
 
To help protect your business and personal accounts: 
 

 Visit regions.com/stopfraud -- https://www.regions.com/commercial_banking/tms_protection.rf 
to get additional suggestions for protecting your business against malware. 
 

 View a list of best practices for online security at regions.com/onlinesecurity – 
https://www.regions.com/commercial_banking/online_security.rf 

 
If you suspect fraud or attempted fraud: 
 

If you encounter any suspicious e-mails that appear to be from Regions Bank, application popups, 
unexpected error messages or an unfamiliar login screen, report them immediately to Regions Client 
Services by calling 1-800-787-3905. 

 
 Likewise, if you receive a Regions Out of Band Authentication (ROOBA) telephone call or text for a  
 transaction you are not releasing, do not enter your security code; then, follow the prompts to enter 911   
 to report the occurrence as fraud. 
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