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The Future of Business Is Here
Rapid digitalization has ushered us into a booming technological age, and that is changing how we work
in fundamental ways. Here are a few things that businesses need to consider for their futures.

Your Business
We know that business owners always have
the future on their minds. Yet with so many
daily tasks, planning for that future can
consistently end up on the back burner. For
this summer issue of Insights, we looked at
what future technology really means for
those of you running businesses today.
Whether you run a law office or
manufacturing plant, thinking about the
way you use technology in your business
plan is key to your continued success. Our
cover story, “The Future of Business Is
Here” (page 6), explores what technology
means to your operations, production, funding and much more. We
address some of the security concerns small businesses may face—from
network breaches to email scams—in “Cybersecurity for the Small
Business” (page 10). Most businesses are reliant on some level of digital
capabilities, and Andy Hernandez, Head of eBusiness at Regions, talks
through five steps to start succession planning in the digital age (page 12).
Inside, you’ll find insights on how to think about your portfolio in a time of
market uncertainty. “Unplug Your TV and Log Off ” (page 2) explores what
the 24/7 news cycle means for investors. Alan McKnight, Chief Investment
Officer for Regions Asset Management, explains why investors shouldn’t
panic or stray from their long-term financial objectives just because there’s
uncertainty in the market (page 4).
Enjoy this new issue of Insights. If you want to talk further about the articles
in the magazine or any other topic, please reach out to your Wealth Advisor
and let us know how we can further assist you. As always, we appreciate the
opportunity to serve you and your family. Have a safe and fulfilling summer.
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WHAT YOU NEED TO KNOW FOR YOUR MONEY, FAMILY AND LIFE.

Money of the Future
Cash may be considered king, but digital forms of currency are growing.

R

isk, convenience and cell phones
have changed money on a global
scale. And as technology rapidly
expands and develops, we can
expect more changes.
As investors, it’s important to know the
basics of digital money—from bitcoins
to money transfer apps to cell phone
minutes. Here, a few experts weigh in on
some of the key new developments of the
ever-changing market.

REB IMAGES/GETTY; RONTECH2000/GETTY

Bitcoins. As a payment system that allows
users to interact directly without a middle
party (e.g., the U.S. Federal Reserve), bitcoins
have spiked in popularity, especially with the
millennial generation. “While popular, bitcoins
are extremely risky,” says Mark A. Johnson,
Ph.D., Assistant Professor of Finance at Loyola
University. They were valued above $1,000 in
late 2013, and now they are worth less than

$500, he says, adding that “bitcoins can be
a bumpy ride.”

Money transfer apps. Also surging in
popularity, apps that allow users to transfer
funds peer-to-peer have become significant
to the flow of currency. “They are here to
stay and show no signs of slowing down,”
says Johnson, adding that the volume of
transactions will build, but ultimately remain
small compared with cash and point-of-sale
systems that use credit and debit cards or
RFID chips.

Cell phone minutes. Beginning with
Africa’s M-Pesa system, which allows
transferring of minutes between phones,
people without access to modern banking
began using cell phone minutes as currency,
a trend that’s expanded in emerging
markets. “Cell phone minutes as currency

MORE ONLINE See additional insights at regions.com/wealthinsights.

has the potential to increase in emerging
markets,” says Johnson. “You could make
a compelling case for investment in the
companies and infrastructure.”

New technologies bring disruption
and risk. Bitcoin-type exchange models
become more attractive when compared
with currencies subject to inflation. To
counteract growth, some countries are
putting new restrictions in place, says
Fariborz Ghadar, D.B.A., Professor of
Global Management, Policy and Planning
at Penn State. “They may not be successful,”
he says. “As long as governments print an
excessive amount of money, investors
will desire to hold bitcoins, which are, to a
large extent, limited in amounts and thus
preserve their value.”
And investing in new technologies
poses greater risks than investing through
established institutions. These are newer
companies often run by those with less
experience. “Investors are better off buying
gold,” says Johnson, who adds that more
established companies may soon offer
better consumer alternatives. “They’re trying
to,” he says. “Because it’s obvious that the
next generations want alternatives.”
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Unplug Your TV
and Log Off
Daily market volatility can drive us crazy, so focus on the long haul.

C

hange is and always has been a
constant in financial markets. Yet
today’s around-the-clock smartphone
updates and nonstop news cycle keep
us aware of the smallest changes throughout
the day. And while having market updates in
our pockets makes us more in tune, they can
also make market fluctuations seem more
pronounced than ever before.
Combine that barrage of messaging with
the volatility and slow-growth returns thus
far in 2016, and the urge to shift equities
into lower-risk allocations or to anchor
savings in cozy cash is understandable. But
fear-based reactions are not the best way to
meet long-term retirement and philanthropic

goals, says Codie LaPorte, Vice President and
Wealth Advisor for Regions Private Wealth
Management in Baton Rouge, La. “You should
only change your allocations when goals or
objectives actually change,” she says, “not
because of your feelings or emotions.”

That’s easier said than done,
acknowledges Laporte, who says that staying
the course can often mean shifting focus from
short-term dips to a long-term view of the
markets. Consider an investment period of
January 1995 to December 2014. Even though
that time frame was volatile for the markets,
an investor who kept their assets in the S&P
500 would have had an overall 9.9% return.

For an investor who missed the best 10 days,
that rate drops to 6.1%. Investors who skip the
top days in the market will always miss out.
Investing in equities means signing up for
a certain amount of risk. And judging how
much risk you should be taking on requires
knowing your goals—and your tolerance.
“Figure out what type of lifestyle you
want to live in retirement, estimate what
you think your bills will be, and then think
about your time horizon, how much you’re
currently saving and your equity allocation,”
says LaPorte. “If you lost 50% of your equity
portfolio and equities make up 40% of your
entire portfolio, could you weather that 20%
loss, knowing that the markets will bounce
back eventually?” If you can’t take the loss, she
says, you may need to push back your time
horizon or adjust your lifestyle to compensate.
But what you shouldn’t do, she says, is put
yourself in a position where you’ll have to
reallocate your portfolio based on impulses.
Sometimes, the best way to gain peace of
mind about the future is to look to the past.
“When we look at the S&P 500, investors
have never suffered an overall loss during any
15-year holding period. And, since 1926, only
four times did they lose money in the S&P in a
10-year holding period,” says LaPorte.

THE IMPORTANCE OF STAYING INVESTED
$70K

9.85% return

$60K

$65,453
20%

Here’s the performance of a $10,000
investment in the S&P 500 Index between
January 3, 1995 and December 31, 2014.
In this scenario, missing the 10 best days
drops the rate of return an amazing 3.75%.

$50K
$40K

6.10% return

$32,665

$20K

$20,354

$10K

Fully
invested

Missed
10 best days

Source: Regions Private Wealth Management, 2016.
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Missed
20 best days

1.49% return

$13,446
Missed
30 best days

–0.45% return

$9,140

–2.21% return

$6,392

–3.84% return

Missed
40 best days

Missed
50 best days

Missed
60 best days

$4,570
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The Work-Life
Balance
of Tomorrow
Intelligent machines will continue to disrupt the way we live and
work. The only question is: How can we make the most of it?

T

THOMAS_EYEDESIGN

he United States may be short more
than 30,000 surgeons in fewer than
10 years.1 Enter surgical robots, whose
precise movements enable doctors to
perform more surgeries in less time, creating
more free time for them and shorter wait lists
for patients. Such is the promise of smart
technology: Do more with less, in work and life.

service existing products. Employees in
some fields may soon find themselves
sharing parts of their jobs with algorithms

Life. As we increase our value at work, we

Work. A recent survey showed that 64% of

From spare rooms
to cars, assets that once
drained income can
now be used to earn it.

people think technology will improve their job
prospects.2 Part of that optimism comes from
flexibility, as how much we enjoy work
is partially based on how well technology
works for us.
While past revolutions in the way we work
have mostly disrupted manufacturing and
the process of building products, intelligent
machines are actually reshaping how we

that automate their most repetitive tasks,
freeing up time for them to be more
productive and creative. “While there are
areas where robots are taking over human
jobs, the purpose is to make humans
more valuable,” says Nicholas Davis, Head
of Society and Innovation at the World
Economic Forum. “We need to put people

1
2

at the center of the system and not look at
them as cogs in the machine.”

 he Complexities of Physician Supply and Demand, Association of American Medical Colleges, 2015.
T
T
 he Future of Work, PricewaterhouseCoopers, 2014.

become more efficient off the clock as well.
“The productivity of leisure time has greatly
increased,” Davis says. “Immersive games,
online media, social networks—all these
come at a very low cost.” That might help
explain why entertainment spending has
lagged since the 2008 recession, even as
overall spending is up.

Finding your balance. “We’re seeing a big
trend toward work-life integration,” Davis
adds. “This flexibility can be hugely positive
if you have control and are able to prioritize
different tasks at different times.” From spare
rooms that are rented as if they were hotel
rooms to cars that are driven as if they were
taxis, assets that once drained income can
now be used to earn it.
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Wealth

Setting a Course
for Uncertain Markets

I

f you feel as though U.S. and global
forces have combined to create
special challenges for investors, you’re
not alone, says Alan McKnight, Chief
Investment Officer for Regions Asset
Management. From plunging oil prices
to stock market swings to struggling
emerging markets, investors have seen
just about everything this year, except
what they might want to see most: clear
signs of stability and growth.
In addition to those economic
considerations, daily news reports about
everything from wars in the Middle
East to one of the most polarizing U.S.
presidential campaigns in modern
history only adds to the general sense of
disruption. While some issues, such as
the election, are sure to be resolved soon,

4
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investors may have to be ready for an
extended period of slower-than-desired
growth, McKnight says. “Combined
stock and bond returns over the next
seven to 10 years may be lower than
their historical averages.”
ASSESSING THE LANDSCAPE
For investors, a first step is to consider
where the opportunities lie in this
challenging environment, and where
the danger zones may be, McKnight
says. To that end, he looks at global
markets and economic factors, with a
nod to Hollywood, as “the good, the bad
and the ugly.”
The good. “The U.S. economy is still
growing,” McKnight says. “It’s growing
less than many people would hope. But

we’re not on the cusp of recession in
the United States, inflation is firmly in
check and unemployment has come
down significantly. When you add those
up, that’s a pretty healthy situation. It’s
not great, but it’s good.”
The bad. The caveat on the U.S.
economy is the degree to which the
long, slow recovery from the Great
Recession still depends on government
policies such as monetary easing and
low interest rates. “At some point, the
economy has got to stand on its own,”
McKnight says.
The ugly. In an effort to boost anemic
economies, Europe and Japan have
both experimented with negative
interest rates. “Buying a bond with
a negative rate means you’re not

WALTER ZERLA/GETTY

With slow growth ahead, now is the time for considering long-term opportunities
and staying focused on your goals. • By Charlie Slack

generating return, you’re actually
paying people to hold your money.”
Another “ugly” element to the current
global picture is commodities, led by
low and volatile oil prices, he adds.
STRATEGIES FOR
THE ROAD AHEAD
With such conditions in mind, now may
be a time to speak with your advisor
about ways to strengthen and balance
your portfolio for the time ahead—
always with a view to your long-term
objectives, McKnight says.
Stocks. The relative strength and
resilience of the American economy
compared with the rest of the world
suggests a greater focus on U.S. equities
for particularly large, well-diversified
companies, McKnight says. “They
have the breadth and depth globally to
generate earnings growth in spite of a
weaker environment, versus smaller
companies.” Larger companies may also
be a reliable source of dividend income.
As for global stocks, one area for
caution is emerging markets, McKnight
adds. Countries such as China and
India, for years the world’s engines
of economic growth, have struggled
recently. “They’ve got a lot to work
through,” he says. Over the long term,
emerging markets will continue to
grow, and their large populations of
consumers and entrepreneurs will
create opportunities, he says. But
just as the U.S. industrial revolution
occurred in fits and starts, China and
India are enduring a difficult period.
“You can’t just say China is going to
experience 8% growth every year,”
McKnight says. “That’s not possible.”
Bonds. When it comes to income,
of course, investors usually turn to
bonds, whose fixed returns also help
lower a portfolio’ s overall risk. Amid
continuing low interest rates, especially
for U.S. Treasuries, bond yield can be

frustratingly hard to come by. Investors
balance you put in place may be
might look alternatively to investmentskewed. In simplest terms, if you’ve
grade corporate bonds, McKnight
decided on a ratio of 60% stocks and
suggests. “Corporate balance
40% bonds, and stocks
sheets are generally in good
surge, the proportion
shape right now,” he says, so
might shift to, say, 70PULLING OUT
high-quality1 bonds could
30—a higher risk. Rather
MEANS MISSING
offer enhanced yield without
than rebalance at a preset
LONG-TERM
taking on undue risk.
time each year, as some
GROWTH
Diversified strategies.
models call for, McKnight
OPPORTUNITIES.
Now may also be a time
suggests an approach
for investors to consider
dictated not by the
looking beyond traditional
calendar but by “where
stocks and bonds to augment what
the markets and your portfolio are.”
may be sluggish returns for the next
several years. These strategies might
KEEP IT ALL IN CONTEXT
include such alternative investments
Investors overly concerned with daily
as managed futures, hedge funds or
volatility may be tempted to drop out
real estate.
of the markets or, on the other hand,
Because these opportunities are
to buy and sell rapidly in an effort to
so diverse, it’s important to consider
beat the markets as they move up and
with your advisor which ones might
down—both strategies with potential
best suit the needs of your portfolio,
serious drawbacks. Pulling out means
McKnight adds. “The key benefit is
missing long-term growth opportunities
that they are non-correlated with
and paying a premium to get back in
your other investments, which
later, while efforts to “time” the market
means they don’t rely on stocks or
usually fail, McKnight notes.
bonds doing well in order to generate
At such times, it’s all the more
returns.” A hedge fund or managed
important to focus on investment
futures contract, for example, might be
strategies that support your longstructured specifically to perform well
term goals, he adds, and to try to put
at a time when stocks are suffering—
some distance between yourself and
thus offering protection against
the 24/7 news cycle. While today’s
volatile markets.
developments may seem uniquely
challenging, “if you go back over the
KEEPING YOUR BALANCE
last 100 years, there have always been
No matter how well you’ve prepared
crises,” says McKnight. “A systematic
your portfolio to meet your long-term
approach, sticking to a process and
goals, one area that investors may be
a philosophy, will get you through
inclined to overlook is the need to
volatile times, which are inevitable.”
periodically rebalance their investments,
especially during times of volatility. As
Talk to your Regions Wealth Advisor about:
some assets or asset classes perform
• Your current goals for the future
well and others struggle, the original
• What can be rethought in your portfolio
in 2016

Bonds that are rated in the top four ratings
categories by at least one NRSRO are
commonly referred to as “high-quality.”

1 

• Your comfort level with the amount of
risk you have
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In Focus

The

FUTURE
of Business
IS HERE
Rapid digitalization has ushered us into a booming
technological age, and that is changing how we
work in fundamental ways. Here are a few things that
businesses need to consider for their future.
BY ALIZAH SALARIO

COLIN ANDERSON/GETTY

J

ust outside of Boston, there’s
a family-run diner that serves
what some consider the best
sandwiches in town. Yet
business is slow.
The diner doesn’t have a website or a social
media presence, so new customers can’t get
a menu, place an order or easily find it online.
While longtime customers grow older, the rising
generation has started to frequent a restaurant
down the street that accepts online orders and
payment—though the sandwiches aren’t half as
good. Despite its great food, good location and
loyal customer base, the well-loved diner may not
be around in a few years.
This story is likely familiar. It’s clear that the future
of conducting business is digital—from the C-suite
down to delivery drivers—and for businesses to
remain relevant and accessible into the 21st century,

implementing digital systems and strategies is a
necessity. Digitalization has ushered us into what
some people are even calling an updated industrial
revolution, and the sweeping changes we’ve seen so
far may be only the beginning.
Keeping a business alive today requires flexibility,
innovation and far more than just a website.

Growing and shrinking industries
We’ve certainly felt the tremors of the influence of
the digital revolution, but seismic shifts are on the
way. By 2020, the World Economic Forum’s The
Future of Jobs report predicts, the global economy
may experience a loss of 5 million office jobs and a
gain of 2 million tech jobs. Even jobs that may not
face significant losses may require very different
skill sets in just a few years’ time, such as those of
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marketing or supply-chain professionals.
What’s more, as staple industries such as
manufacturing and production continue
to shrink, opportunities will continue
to grow in advanced robotics and
autonomous transport, biotechnology
and genomics, and artificial intelligence.
Other economic changes are being
driven by consumer demand for
products that are more sustainable.
Today, carbon footprints, food safety,
labor standards, animal welfare and
a company’s record on ethical trade
are all factors for consumers who are
increasingly concerned about the global
effect of their purchases.
The very nature of work itself
is changing, with flexible working
arrangements and telecommuting,
rapid urbanization and increasing
longevity. But what do these changes
mean for businesses?

Micro changes,
macro impact
Many business owners undoubtedly feel
trepidation about going digital. But the

upside, says business futurist Morris
Miselowski, is that “digitalization offers
businesses of all sizes the ability to enter
a marketplace to find a new product or a
new service—or to offer a different slant
on a product or service—and to take
that to market and become competitive.”
Operations. The digital revolution
has leveled the playing field by giving
businesses access to the kinds of
resources that were once available
only to larger corporations, says Lori H.
Schwartz, Chief Technology Catalyst
for StoryTech, a B2B strategy firm.
One such critical resource is software
as a service (SaaS) platforms that are
quickly replacing manual processes,
such as a variety of models offering
subscription-based payroll and
accounting services that make it easy to
scale up or down. “The digital revolution
is giving business owners the ability
to leverage and benefit from business
software that manages such things as
inventory, resources, content rights and
analytics,” says Schwartz.
Production. Digitalization is making
costly aspects of production less

expensive and more accessible.
“Businesses need to realize they
don’t have to do everything themselves
anymore,” says Caroline Daniels, a
lecturer at Babson College whose
research covers future trends and
entrepreneurial strategy. “They can
reach out to software service companies
for their processes, and they can also
work with the maker community,
which allows business owners to
use the latest technology to create
and design prototypes, products and
delivery methods.” With shared access
to innovative tools such as laser cutters
or 3-D printers, businesses can build and
refine their initial prototypes, without
investing in costly equipment.
Funding. Digitalization has also given
rise to crowdsourcing, micro-lending
and innovation communities that focus
on development in specific economic
areas. By attracting investment funds
and creating polls to determine
community needs, innovation
communities support entrepreneurs
by giving them somewhere to obtain
funding that comes with market

The Fourth Industrial Revolution
has sparked many positive and
surprising changes, not the least
of which is a more genderbalanced workforce.
Women who participated in
the World Economic Forum’s
The Future of Jobs report cite a
lack of work-life balance (44%)
and unconscious biases among
managers in the workplace
(44%) as the primary barriers
to achieving gender parity.
But technology has helped
drive change, allowing for more
flexible work patterns.

As more employers focus on
results rather than physical
presence in the workplace and
recognize the importance of
work-life balance, the dual
burden that many women
face—a career and domestic
responsibilities—has decreased.
Mindsets are shifting as well.
More companies are aware of
how unconscious bias plays out
in recruiting practices. As a result,
they’re ensuring policies don’t
perpetuate gender inequality,
while seeking female managers.
Although the gender gap

Source: World Economic Forum, 2016.
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persists in growing industries
like architecture, engineering
and computers, managers are
cognizant that future success
means seeking a diversity of
top talent. In tech, for instance,
37% of companies considered
enhancing women’s workforce
participation part of expanding
the talent pool.
By 2020, the World Economic
Forum predicts a 10% increase in
women in senior roles. If that’s
the case, women are poised to
have more economic power
than ever before.

EZRA BAILEY/GETTY

The Changing Role
of Women in the Workplace

Your Business
Beyond You
Thinking about appointing a successor to
hold the reins of your business can be
daunting. “More than 50% of the business
owners we work with haven’t considered or
developed their succession plan,” says
Robert Tyndall, Managing Director of
Regions Securities, LLC. “With the day-today needs of running a business, often the
future seems farther away than it really is.”
When there isn’t a direct or obvious line of
succession, a merger or an acquisition may
provide a clear alternative and thoughtful
transition plan. Even if there is a successor,
there can be value in bringing in additional
investors, including private equity or family
officer investors, or other strategic partners.

GIANCARLO MALANDRA/GETTY

analysis. These investments have
a grassroots feel.
Outsourcing. This is perhaps the
most well-known business impact of the
digital revolution. While information
and technology jobs are being staffed by
people outside of a company at a greater
rate, so-called wisdom jobs—“positions
that require taking in information,
making sense of it and questioning
whether it’s right or wrong,” explains
Miselowski—are becoming all the more
valuable. Businesses should invest
more in a few people who can innovate
and communicate, while outsourcing
the information processes that have
become more streamlined, says Daniels,
who notes that one thing should
never be outsourced: relationships
with customers. “You want to keep
relationships as close to business as
possible, especially in the beginning.”

The next phases
of digitalization
By 2020, the The Future of Jobs report
predicts, that artificial intelligence
(AI) and augmented reality will have

far-reaching implications. While we’re
already seeing their implementation in
large companies, businesses will soon
have the same level of access.
“We need to marry technology
appropriately, and for a business, that
doesn’t require a huge commitment,”
says Miselowski. “What it requires
is the ability to not just monitor, but
anticipate.” Today’s “anticipatory
technology” already demonstrates the
beginnings of AI, explains Miselowski.
Think of the way search engines fill
in new queries based on previous
searches, or the way navigation
software anticipates destinations
based on previous trips.
And while virtual reality is
commonly associated with video
games, augmented reality blurs
the line between the real and the
computer-generated, enhancing the
user’s experience and opening up new
doors for employee training. “Where
virtual reality and its cousin augmented
reality get really exciting is that they
will eventually provide a number
of education and communication
solutions,” says Schwartz. For instance,
augmented reality is currently being

Your trusted or recommended advisors,
lawyers and M&A experts can help you
evaluate reasonable paths for the future.
“The first thing to consider,” says Tyndall, “is
whether your very good company could be
made into an even greater, more valuable
and more sustainable business with a few
intentional changes, such as the strategic
use of new technologies.”
But owners should be aware that there are
many unforeseen challenges when it comes
to navigating their sale. Today’s businesses
need to meet higher regulatory, compliance
and reporting standards to achieve full value
in a sale or an equity investment process.
It’s important to have a capable and
experienced team helping you prepare for
and navigate the succession process.
Your Regions Wealth Advisor has access to
a team of wealth planning professionals who
can help carve a path for a future for your
business that you are comfortable with.

leveraged in the medical community as
a guide during operations.
So when we think about our local
Boston analog diner, don’t think of
its limitations. Think of its potential.
While digitalization has closed certain
business doors, it’s also opened
plenty of new ones. “Businesses have
never been in a better position to take
on the world,” says Miselowski. “It’s not
about their size anymore, it’s about
their business.”
Summer • 2016
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Your
Business

Cybersecurity
for the Small Business
With the number of attacks targeted at small businesses always on the rise,
here’s how owners can protect their companies and employees without
breaking the budget. • By Charlie Duerr
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THE THREATS ARE REAL
Despite the very real threats, many small
says Matthew Speare, Enterprise Chief
business owners remain in the dark
Information Officer for Regions. “They
about, or at least justifiably distracted
just don’t realize how
by, a laundry list of other
highly vulnerable they
high-priority concerns,
can be to things like
when it comes to protecting
NUMBER OF
fraud, cyber scams and
themselves, says Thomas
WEB ATTACKS
the loss of intellectual
Reddington, Director of
BLOCKED PER
property.”
the Cybersecurity Master’s
DAY
Speare isn’t
Program at New York
exaggerating the level of
University’s School of
vulnerability. Fraudulent
Engineering. “Cybersecurity
by Symantec
email scams, often
is not on their minds,”
software in April 2016.
called “spear-phishing
Reddington says. “They
campaigns,” that target
don’t know about it and
business employees increased
they haven’t considered the potential
55% in 2015, according to recent
long-term impact.”

712
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R

unning your own business
has long been—and still
remains—an endeavor
that holds the potential
for financial success and a sense of
personal accomplishment. And while
the technological advancements of
the digital age have in many ways
made entrepreneurship a more
realistic and convenient pursuit, they
have also introduced a new set of
concerns and potential threats that
don’t always get the time, attention
and resources necessary.
“I don’t think anyone intentionally
says ‘I don’t care about cybersecurity,’”

research from cybersecurity software
and consulting firm Symantec.
Furthermore, 43% of attacks against
companies in 2015 were targeted at
those in the small business sector—
companies with fewer than 250
employees—up from 34% in 2014 and
30% in 2013.

The issue of cost is top of mind for
small businesses in particular, but
Speare and Reddington agree that
there are plenty of precautions a
business can take that won’t break the
bank, and that some of the more
expensive methods—installing
private servers and firewalls—aren’t
typically necessary.
“There is something to be said for
having a level of skepticism,” Speare
says, after providing a real-life example
of a company that lost “a couple
million dollars” after hackers posing
as the CEO contacted the company’s
CFO, requesting that he wire money to
purchase a company in China. “Often it
is more about awareness than anything
else,” he says.
HAVE A PLAN
While it’s a key component of an
effective security strategy, just
being aware of existing threats

Just being aware
of existing threats
and potential
scams isn’t a plan
and certainly
can’t guarantee
protection.

and potential scams isn’t a
comprehensive plan and certainly
can’t guarantee total protection.
“Security isn’t one thing,” explains
Reddington. “It’s a series of
technologies and policies.” In order to
implement the most effective security
strategy possible, Reddington says
owners should first be able to answer
the following questions:
•W
 hat do I want to protect?
•W
 hat are my overarching security
policies and goals?
•W
 ho has access to my network?
•W
 hat is the value of my company’s
and employees’ intellectual
property?
•W
 hat is the nature of the service

Four Steps to Take
Matthew Speare, Enterprise Chief Information Officer for Regions,
offers the following steps every small business owner should take:
Educate employees on potential threats and scams, raising the level of
awareness across the board.

Equip all computers associated with the company with anti-virus and

anti-malware software, and enroll in automatic updates to always have the
latest versions.

Require dual authorization—a system where two employees must

approve and sign off on a particular transaction before it can be executed—
when it comes to payroll and other financial transaction services.

Question anything and everything that seems unusual, such as email

requests for money transfers or unsolicited business inquiries from overseas.

agreement I have with my
Internet provider?
When owners start with these
questions, they can then begin to
implement a strategy that makes the
most sense for their companies.
To do so properly, however,
Reddington points out that the more
savvy small business owner—one
who understands the seriousness of
being victimized by cybercriminals—
will hire a trusted expert to aid in
the planning and construction of a
secure, safe network. This, of course,
brings back the issue of cost, which
Reddington suggests approaching
with a different mindset, looking at
it as an investment as opposed to
an expense. “I hear that security is
expensive all the time, but they never
consider the cost a breach may bring,”
he says. “It’s frustrating.”
BE AWARE
Whether an owner is in a position to
spend on cybersecurity or not, Speare
says that practices like frequently
changing passwords—every 90 days
is a good rule of thumb—and using
established and reliable brands when
it comes to applications and software
are practical and cost-effective steps
to take when trying to mitigate a
potentially devastating hack.
“Our first advice to small business
owners is to bring up the level of
awareness,” says Speare. “Use namebrand file-sharing software and
leverage all security services offered.”
Finally, Speare urges his clients
to ask questions. “We encourage all
small business owners to ask the
tough questions and make sure their
businesses are safe for today and
in the future.”
Summer • 2016
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Perspective

BY ANDY HERNANDEZ
Head of eBusiness, Regions

Transferring Your
Digital Business

N

ot long ago, selling a business meant signing the
necessary legal documents, handing over the keys and
telling the new owner where to get a decent sandwich
for lunch. But many companies today conduct some or
all of their commerce online, and the vast majority use websites
or social media to promote their products and services. Yet, when
businesses change hands, details about controlling a firm’s digital
presence are often ignored until the eleventh hour. That can lead
to chaos for the successor, who could be unable to access the
company website or accept online payments.

Transferring the ownership of online
and digital assets is an essential step in a
modern succession plan.
When selling a business or turning it over to the next generation,
these key steps for transferring ownership and management of its
online assets can help ensure a seamless transition.
1. Transfer your website’s domain name. A domain name is
the unique “address” that people type into an Internet browser to
find a website (e.g., regions.com). You purchased the right to your
website’s name from a domain name registrar, and the first step
you should take is to contact them to explain that you are passing it
along to your successor. You will be guided through the necessary
steps, which vary depending on whether the domain will remain
with the current registrar or the new owner moves it to another.
2. Introduce the host. Most businesses pay web-hosting
services that provide computer servers, which save the data
12
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for their websites and allow access to
the Internet. Contact your web host
and explain that you want to transfer
your website to a successor, and tech
support can walk you through the
process. If you maintain your website
on a server at your place of business,
the new owner must be shown in detail
where the files are kept and how to
access them.
3. Hand over the digital “keys.”
Your successor will need all usernames
and passwords needed to access the
company’s online existence. That
includes access codes for your web
host, as well as the company’s email and
Internet security accounts. And don’t
forget to provide log-ins and passwords
for social media accounts, too.
4. Update e-commerce accounts.
Businesses that sell products online or
engage in other forms of e-commerce
typically use a payment processor to
channel funds from customers to their
bank accounts. Your successor must
contact the processer to reroute that
cash to his or her financial institution.
5. Get help and start early. The
manager of your business’ day-to-day
operations should be the first person
you go to for help. Outside experts
can help you think through the
details, as well.
If outside consultants built your
original tech infrastructure, you
may want to hire an information
technology (IT) consultant to manage
the transition, or at least check your
work. Start the process well before
the sale or hand-off is complete in
order to address any problems that
arise. One to three months may be a
reasonable time frame, but hassles
and issues can be complex, so you
may want to start six months ahead of
a sale or transfer date.

Spotlight

Inside the
Foundation

The new Executive Director of Ruffner Mountain tells us about
her plans for the future. • By Adam Shalvey

C

arlee Sanford has a lot of responsibilities as the new Executive Director of
Ruffner Mountain, the streamlined nonprofit that operates a 1,038-acre urban
nature preserve in the heart of Birmingham, Ala. The same day she spoke with
Insights, she had done everything from fixing buzzing lightbulbs to ordering new
signage to text messaging with her board of directors. With a background at a creative
agency, she’s using her can-do attitude and problem-solving skills to rethink how the
organization, which was founded in 1977 and has struggled financially in recent years,
operates today as well as how it will operate in the future.

ABOUT RUFFNER MOUNTAIN

Carlee: We have over 14 miles of trails
available, and we really could have a lot
more mileage, but we just can’t operate
without more staff and funding. The
preserve is surrounded by an urban
environment, but for a moment you may
feel like you’re on the Appalachian Trail.

BACK ON MISSION

We’re going back to Ruffner Mountain’s
original mission, which is to restore
the land while positively impacting the
communities that surround it. We’re doing
things like restoring wildlife habitats
that were damaged because of the city’s
industrial past. We host educational
programs and interpretive hikes for local
students to open their eyes to the natural
world, something we feel is crucial for
today’s youth.

SMARTER USE OF STAFF

There had been a lot of employee turnover
over the last five years, because we were
hiring environmental experts who loved
nature and animals, and we were trying
to sustain operations through income
from weddings and events. By the time
Saturday night rolls around, our small team
is simply exhausted after a full workweek.
So we’ve cut back on events and I’m
pushing for our staff to do what they are
trained—and love—to do.

BRANDING

We cleaned up our logo and gave it a
retro look as a nod to our late-’70s roots.
With a small budget, I worked with a
team of freelance designers through the
design process. Our new brand identity
couldn’t be more fitting and natural for
us thanks to some extremely talented
graphic designers.

DEALING WITH THE BOARD

RYAN MEYER

We have a really strong board right now.
Together we’re cleaning up our bylaws,
policies and procedures in order to make
a better plan for the future. It’s going to
take at least two years, but I see us being
more stable in the next six months. We’re
already better than we were six months
ago. Overall, I’m energized about the path
forward for Ruffner Mountain, because
we’re building on the foundation of the
past to create an even brighter future.

TO READ MORE ONLINE
go to regions.com/wealthinsights.
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P R I VAT E W E A LT H M A N A G E M E N T

1900 Fifth Avenue North
Birmingham, AL 35203

Your financial
future starts
with a wealth of
knowledge today.

Looking for innovative financial solutions to help protect, grow and transfer
your wealth? With our online resource Wealth Insights by Regions, you’ll find
valuable articles and videos on a variety of topics:
• Taxes

• Retirement

• Investments*

• Succession planning

• Estate planning

• Women and Wealth

Equipped with this knowledge, you can feel confident you’re making informed
decisions about your unique financial situation. Ready to move your life forward?

Visit regions.com/wealthinsights today.
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